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Research Interest and Recent Results

Consensus Protocols

Paxos variations ‘
High throughput Paxos: ISS Paxos

State Machine Replication

Parallel SMR ‘

SMR composition

Durability Approaches ‘

Speed up recovery

Log Compaction
Low Overhead Checkpointing/Restore

C/R as a service

Other approaches

Repartitioning approaches
Data Balancing
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State Machine Replication

A set of servers behaves as replicated state machines
- Replicas start in the same initial state
- Service operations are deterministic

Clients issue commands to every replica through a consensus or atomic broadcast
protocol:

- correct replicas receive every command
- if a replica processes a command c, before c,, then no replica process c, before c,



State Machine Replication
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State Machine Replication — Applications

Google Chubby Key-value store services
Lock service, used to help Ex. etcd, used to replicate
coordination in distributed metadata on Kubernetes cluster

managers

environment using locking
semantics

o

Apache Zookeeper Google File System Online services

Open source server for highly Distributed file system that
reliable distributed coordination provides efficient and reliable data

access N7



This talk

as
Over the past dec_ades, OS”I;/IgRt(r;
ined popularity, lea 91
g(;i(ltr(l,nsive research tha]E o e
) ed its resilience, perfo il
G;lr;\rtlzlagc(::aIabiIity. Howe\éel\;; F\??Sesewice
in
nervel addrii?nep?osition

10n
Carolipe Martins Alves & [ Uni\‘ersidnde Federy) de  Sangy Cataring
lrhf.mﬂmlus@posgmd.u c.br |
Matheyg Antonijg de e 5 I Universidade Federy) de Santy Catg.
ring lmatimus.m a.m.a.s@graduﬁc.br ]
Thais Bardin; Idalin, Lo Unjversidnde Federa] g Santy Cataripy M’m:’.r-banﬁni@uﬁc.br ]
orico Machagq, Mendizgpg L] [ Um‘versidade Federyy de  Sany, Caty.
Tma | odgrip, meﬂdizabal@uﬁc.br]
= Depar?mem of Compuper Scienre arnef Statisticg Umvfr:ridadf Federg) de Sangy Cataring R Delfing Conti, s,
ﬁindgdz. Flonhnﬁpolis, 8C, Brazif
Abstracy High availahility g i‘undamcntal Tequiremeny i, large-sege distribypeg Systems, whe, replicatipy Strate
Hes are n kncping application Operationg) despite 4 boung mumber g Lailures, State dchine Replicating
SMR) is one of the Mgt widely adopte ipproaches g,y implcm;:ntmg highpy Wailghle, Tault-1p], L Servime .
Ncreages Uptime whjje Cnsuripg strog cunsistcm.y. In regey, MCUTE, pegpg W e
Wiationg tailored 4, enhanee resilienee Perfornapen .
rSpectiye by miroducing ...



< B_J

Y
S SMR Research
T /[ y L/\/l/ A (very) quick view of approaches over the years
)|

BN

SN N



SMR — other approaches

Byzantine faults
Adding protocols capable of tolerating arbitrary faults

Recovery and Reconfiguration
Aimed to improve resilience

Parallel SMR
Independent requests executed in parallel




Composing State Machine Replication (CSMR)

Build services by combining separate instances of
SMR

= ([l
H

. Microservice-based systems

= [l
N

. Flexible and loosely coupled solutions

. Development in a modular way

= [l
>



CSMR — Selected use cases

SMR 1 -Lock service

boolean acquire (string key)
boolean release (string key)

SMR 2 - key-value store

= string get (string key)
void put (string key, string value)

SMR 3 - Logging service

@ void append (Object entry)
Object|[] retrieve(int first, int last)

boolean truncate (1nt index)



SMR Formalization: Definitions

e Replicated service

e Operations (with arguments)
e EXxecution

e Output



SMR Formalization: Definitions
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SMR Formalization: Definitions
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Operations
Lopy = ...
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SMR Formalization: Definitions
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SMR Formalization: Definitions

e Definition 1 - Replicated service
o Example: SMR 2 - Key-value store

SMR 2 - Key-value store

E

O = {get, put}




SMR Formalization

e Definition 1 - Replicated service
o Example: SMR 2 - Key-value store

SMR 2 - Key-value store Replicas
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SMR Formalization

e Definition 1 - Replicated service
o Example: SMR 2 - Key-value store

SMR 2 - Key-value store Replicas
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=l

Sy

- Definitions

Replicated Service

R ={(get, s,), (get, s,), (put, s,), (put, s,)}



SMR Formalization: Definitions

« Definition 2 - Operations with arguments
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SMR Formalization: Definitions

« Definition 2 - Operations with arguments
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SMR Formalization: Definitions

« Definition 2 - Operations with arguments
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SMR Formalization: Definitions

e Definition 2 - Operations with arguments
o Example: SMR 2 - Key-value store

SMR 2 - Key-value store

B

O = {get, put}




SMR Formalization: Definitions

e Definition 2 - Operations with arguments
o Example: SMR 2 - Key-value store

SMR 2 - Key-value store Arguments Operations with arguments
— A={a, b, .., z} O, = {gEL} x A*
‘ 3 A* set of all strings over A (get, “firstkey”); (get, “secondkey”)

O = {get, put}



SMR Formalization: Definitions

« Definition 3 - Replicated service with arguments

<—£ Operations 51
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SMR Formalization: Definitions

. Definition 4 — Execution
. Definition 5 — Output
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SMR Formalization

SMR 2 - Key-value store

B

O = {get, put}

Arguments
A={a, b, ..., z}

A* set of all strings over A

Execution and output

ECOxU
E C ({get} x A*) x A*

(get, “firstkey”) x (“firstvalue”)

. Example

Operations with arguments
O, = {get} x A*

(get, “firstkey”); (get, “secondkey”)



Composing SMI

A new perspective




Composing State Machine Replication (CSMR)

Literature

Composition can be a
powerful strategy

F Extending a service

Incorporating additional
functionalities

Existing SMR

Add new features
combining different SMRs

Different operations

Now there is no longer any
requirement for all replicas to
perform the same operations



CSMR: Definitions

« Definition 6 - Replication set

R(x) ={s, € M : (x, s;) € R}
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CSMR: Definitions

« Definition 7 - Replication set with arguments

OO
A
/ OperJtlons S1 \ / Opgr ‘tictl s2 \ / Operltlons 53 \
sz gs2) le(ar;;:]s} - Eigz;g i; -
] oo [ow ][] oo [ow ][] oo [ow]
N AN AN /
@)

----------------------------------------------------------------------------------------------------------

« RX)={sseM:((x,a),s)€eR,withaeA}



CSMR: Definitions

. Definition 8 - Composable replicated service




CSMR: Definitions

« Definition 9 - Composition
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CSMR: Definitions

« Definition 9 - Composition

-----------------------------------------------------------------------
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CSMR: Definitions

« Definition 9 - Composition
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Composing strategies

e Adding SMR operations
e Extending SMR operations’ execution
e Argument partition



Composing strategies — Adding operations
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Composing strategies — Adding operations
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SMR 2 - Key-value store

-

O = {get, put}

+

SMR 1 - Lock service

O = {acquire, release}



Composing strategies — Extending operations execution
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SMR 2 - Key-value store

B
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SMR 3 - Logging Service

2

O = {append, retrieve, truncate}




Composing strategies — Extending operations execution

e Example: Key-value store with logging

SMR 2 - Key-value store

l B
put (Il|<)I’ IIVII)

- put (“k”, f PROXY SMR 3 - Logging service

Client V) 1 @

append( put (




Composing strategies — Argument partition
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SMR 2 - Key-value store

-

O ={get, put}, A={A,, A, x A}

+

SMR 2 - key-value store

-

O ={get, put}, A={A, , A, X A}



Composing strategies — Argument partition
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Final remarks

® CSMR enables the construction of more complex applications

O Still, preserving fault tolerance

® Modular approach encourages development of loosely coupled architectures

O Fits well to microservices and cloud applications

® Some of the composing strategies resemble previous contributions in the literature
O Bezerra et al. Scalable state-machine replication (DSN, 2014)

O Xavier et al. Scalable and decoupled logging for state machine replication (SBRC, 2021)



Future work

® Define an RPC API for client requests invocation
® Define a declarative configuration for CSMR (YAML file)
® Implement the Proxy
O Many challenges
@® Propose new use cases

® Do you have any ideas? ©
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THANK YOU

Composing State Machine Replicas

Contacts:

Odorico Machado Mendizabal
odorico.mendizabal@ufsc.br
https://www.inf.ufsc.br/~odorico.mendizabal/

Caroline Martins Alves
caroline.martins@posarad.ufsc.br

Thais Bardini Idalino
thais.bardini@ufsc.br
https://thaisidalino.github.io/
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